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The CMOS Active Pixel Sensor (APS) in current digital cameras, like any other digital circuit, is subject 
to both soft and permanent faults. However, the manifestation of such faults and the available 
techniques for detecting them and for tolerating them are very different. This tutorial summarizes the 
experimental and theoretical research results that we have obtained in our ongoing research of digital 
sensors’ defects for the last 15 years.  

We start by identifying the unique type of permanent faults that occur in digital cameras’ sensors. We 
then analyze their behavior and identify their possible source. We describe an algorithm capable of 
detecting these faults during the normal operation of the camera. Such an online detection allows us to 
develop efficient techniques for greatly reducing their impact on the quality of the image without having 
them undergo an in-factory re-calibration.  

We next focus on soft errors (also known in the literature as Single Event Upsets - SEUs) that are 
typically caused by hits of high-energy cosmic particles. In regular digital circuits, if the charge 
deposited by a particle hit is too small to change the state of a flip-flop, there will be no indication that 
such a hit ever occurred. In contrast to other ICs, the CMOS APS in a digital camera can record the 
effect of most particle hits by displaying a pixel output that is brighter than the incoming illumination. 
We present an experimental study of SEUs in digital cameras and compare their rate to that of SEUs in 
SRAM memory and to the rate of permanent defects in cameras. This analysis provides important 
information about the nature and distribution of particle hits and their occurrence rate, and increases 
our understanding of SEUs in regular ICs as well as in camera sensors.  

Area of tutorial: Fault-tolerant circuits and Circuit testing. 

Learning Objectives: Understand the source and distribution of soft and permanent faults in imagers, 
study techniques to detect faults during on-line operation to reduce their impact, understand the nature 
and distribution of particle hits causing SEUs in imagers and regular ICs.  

Target audience and prerequisites: Researchers and practitioners of testing techniques and fault 
tolerant circuits. 
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